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For more than a century, the protective relaying of electric power systems has been 

built on a single, dependable assumption: that a fault draws a large, briefly sustained 

burst of current from a synchronous machine. Wind, solar and battery plants overturn 

that assumption. Because they reach the grid through power-electronic inverters rather 

than spinning machines, they feed a fault with a current that is small, fast to settle, and 

shaped by control software rather than by machine physics. This review examines 

what that shift does to protection and what the recent engineering literature proposes 

to do about it. It revisits the fundamentals of overcurrent, distance and differential 

relaying and the physics of the fault-current transient, then contrasts the two dominant 

inverter control modes, grid-following and grid-forming, each of which leaves a 

different short-circuit signature. Against that background it collects the documented 

failure modes, distance-relay under-reach, overcurrent elements that never pick up, 

and mistimed coordination between wind-farm collector systems and the transmission 

network, and the families of countermeasure advanced to address them: adaptive 

settings, wide-area protection built on synchrophasors, and distributed multi-agent 

schemes. Protection of inverter-dominated microgrids and of voltage-source-converter 

HVDC links is treated separately, because both push still further from classical 

practice. The review closes with the economics and standardisation of the transition, 

centred on IEEE Standard 2800-2022, and with a set of recommendations for a 

protection architecture fit for a grid whose fault current is increasingly defined by 

control code. A recurring theme is that the binding constraints are now as much about 
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communication, validation and standardisation as about relay settings. 
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Introduction 

Protective relaying grew up around the synchronous generator. For a hundred years 

the generator was, in effect, the only source of fault current that mattered, and its 

behaviour was reassuringly predictable. Short a transmission or distribution line and a 

synchronous machine drives a large, well-characterised current into the fault, on the 

order of five to ten times its rated value, which then decays through recognisable 

subtransient, transient and steady-state phases. The whole apparatus of protection, 

from a plain overcurrent relay to a coordinated distance and differential scheme, was 

designed and set against that behaviour (Haddadi et al., 2021). Over the past two 

decades, however, wind and solar plant interfaced through power electronics has 

taken an increasing share of generation, and on many systems the character of the 

fault current has changed with it. 

An inverter does not produce fault current the way a rotating machine does. Its control 

loops are fast and digital, and the current it can push into a fault is capped only 

slightly above its rated value by the thermal limits of its semiconductors, rather than 

reaching the high multiples a synchronous source delivers (Haddadi et al., 2021). That 

single difference propagates into a whole family of protection problems: distance 

elements that under-reach, overcurrent elements that never pick up, and coordination 

that slips between a wind farm's collector protection and the transmission line beyond 

it (Quispe & Orduña, 2022). Because inverter-based resources are a rising share of 

installed capacity worldwide, this is no longer a matter of nudging a few relay 

settings; it is a design problem for the protection engineer. 

What raises the stakes is that protection is the last line of defence. It is what stops a 

fault from becoming equipment damage, a fire, or a cascading outage, and in a period 

of heavy renewable output a single maloperation can pull down far more of the 

network than the original fault would have. Several large disturbances on systems 

with high inverter penetration have involved protection that operated, or failed to 

operate, in ways its designers did not intend, and a number of transmission operators 

have consequently moved protection redesign from the study pile to the operational 

priority list (Quispe & Orduña, 2022). 

This review works the problem from the ground up. It begins with the fundamentals 

of conventional protection and the circuit physics of a fault, because that is what 

makes clear why inverters behave so differently. It then sketches the shift in the 

generation mix, separates inverter control into its grid-following and grid-forming 

forms, and sets out the specific protection problems that inverter-based resources 

create together with the adaptive, wide-area and communication-assisted answers 

proposed in recent work. Microgrids and voltage-source-converter HVDC are handled 

in their own sections, because their fault behaviour departs even further from classical 

assumptions. The review ends with the economics and standardisation of the 

transition, IEEE Standard 2800-2022 in particular, and a set of recommendations for a 
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renewable-ready protection architecture. 

Two contributions distinguish this review from the several competent single-topic 

surveys already in print. First, it reads the transmission, distribution, wind-farm, 

microgrid and HVDC literatures against one another rather than in isolation, which 

brings out failure modes and countermeasures that recur across domains. Second, it 

maps where the literature is mature and where it is thin, and that gap analysis, 

summarised in Figure 5, is used to frame the recommendations rather than being left 

implicit. 

 

Fundamentals of Power System Protection 

Protection philosophy and relay types 

The purpose of protection is narrow and unforgiving: detect an abnormal condition 

and disconnect the smallest possible part of the network in the shortest possible time, 

so that damage is contained and the rest of the system rides through. Three properties 

are asked of any scheme. It must be selective, isolating only the faulted element; it 

must be fast, so that fault energy and mechanical stress are limited; and it must be 

dependable, operating when it should and staying still when it should not. These aims 

are met with a handful of complementary relay types, each matched to a part of the 

network and a fault signature. 

The oldest and simplest are overcurrent relays, which trip after a set time once the 

current they see exceeds a threshold. A distance relay instead measures the ratio of 

voltage to current at a bus, uses it to estimate the electrical distance to the fault, and so 

protects a line without needing information from the remote end. Differential relays 

compare the current entering and leaving a protected zone, a transformer or a short 

line, and trip when the two fail to balance by more than load and measurement error 

can explain. Every one of these families was developed, tuned and coordinated on the 

assumption that fault current comes chiefly from synchronous machines, which is 

exactly why they struggle when it does not (Haddadi et al., 2021). 

 

Overcurrent, distance and differential protection in practice 

On transmission and subtransmission networks distance protection dominates, 

because it does not need to know the exact magnitude of the fault current and works 

from the apparent impedance seen at the relay. A distance relay is normally set with 

several reach zones: an instantaneous first zone covering roughly the first eighty per 

cent of the line, and one or more time-delayed zones reaching into adjacent lines to 

provide backup. This zoning gives both speed and inherent backup, but it leans on two 

assumptions, that the fault current is large enough to measure cleanly, and that the 

phase relationship between voltage and current is close enough to the expected value 

for the impedance estimate to be trusted. 

Differential protection is far less troubled by the magnitude of the fault current, 

because it compares currents against each other rather than against a fixed threshold, 

which makes it comparatively robust where inverters dominate. Overcurrent 

protection sits at the other extreme, depending directly on the magnitude of the fault 

current, and it turns out to be the most vulnerable scheme of all when a source limits 

its own fault contribution, a point made repeatedly in studies of inverter-based 

interconnection (Quispe & Orduña, 2022; Haddadi et al., 2021). 
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The physics of fault current: transient, DC offset and the X/R ratio 

The shape of a fault current follows directly from the physics of an inductor-resistor 

circuit suddenly energised, which is a fair model of a transmission line and generator 

winding at the instant of a short circuit. Before the fault the circuit carries a modest 

load current; at the instant of the fault the equivalent impedance collapses, and the 

current must climb from its pre-fault value to a much larger steady-state value. 

Because the line behaves as an inductor, that climb cannot be instantaneous, and the 

current rises exponentially toward its new value. 

Two familiar features follow. The first is the DC offset, an asymmetry superimposed 

on the sinusoidal current; the second is the multi-stage decay of the symmetrical 

current as the machine's flux linkages settle. The offset is largest when the fault 

strikes at a voltage zero crossing and lasts longest when the ratio of circuit reactance 

to resistance, the X/R ratio, is high. A high X/R ratio, typical of large transformers 

and long lines, can hold an offset of several hundred amperes for more than a second, 

and the symmetrical current decays over a comparable interval. 

This matters because every conventional protection setting, every published table of 

fault current, and every coordination study rests on it. When a relay engineer 

computes a distance reach or an overcurrent pickup, the calculation assumes a fault 

current with this subtransient-to-steady decay and a magnitude several times rated. 

Inverter-based resources dissolve that assumption. A power-electronic converter 

stores and releases almost no magnetic energy; it sets its maximum output as a digital 

control target within a fraction of a cycle, and the result bears little resemblance to the 

classical RL transient (Haddadi et al., 2021). 

It is worth being precise about what has and has not changed. The laws of the circuit 

are untouched: the RL transient still governs the electromagnetic environment the 

inverter sits in, and the network downstream keeps its own X/R ratio and its own 

transient response. What changes is the driving source. A synchronous machine 

answers a fault passively, through its own flux field; a converter is an active, digitally 

controlled source that can be programmed to respond in almost any way the grid code 

and the manufacturer choose, whether as a current-limited source, a voltage-

supporting one, or something in between. 

 

The Changing Generation Landscape 

The rise of inverter-based generation 

In fifteen years renewables have gone from a fringe of installed capacity to the bulk of 

new build in many markets, driven by falling technology costs, supportive policy and 

decarbonisation commitments. Almost all of this new capacity reaches the grid 

through power-electronic inverters rather than directly coupled synchronous 

machines, and it is convenient to group it under the single label of inverter-based 

resources. Battery energy storage, itself inverter-interfaced, adds a further layer of 

power-electronic generation, and of protection-relevant behaviour, to the network 

(Davi et al., 2023). 

For the protection engineer the consequence is that whole stretches of some 

transmission systems now see fault current that is inverter-dominated rather than 

synchronous, especially when renewable output is high and conventional plant is 

backed off. Several studies have found protection performance to be sensitive to 
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exactly these high-penetration, low-inertia conditions, because both the magnitude 

and the waveform of the available fault current shift with the generation mix that 

happens to be online at the instant of the fault (Quispe & Orduña, 2022; Rezaei 

Jegarluei et al., 2023). 

This is a real break with past practice. When an engineer sized protection for a bus 

decades ago, it was reasonable to treat the fault current there as lying within a fairly 

narrow band, because the sources feeding it changed slowly and were 

overwhelmingly synchronous machines with well-known impedances. On a modern 

system the same bus may see markedly different fault current on a windy night than 

on a still summer evening, purely because the mix of synchronous and inverter 

sources online has changed. A setting chosen for a typical case can end up over- or 

under-sensitised depending on which case is actually in play when the fault occurs. 

 

Grid-following versus grid-forming inverters 

An inverter's fault response is decided by its control strategy, and two broad families 

dominate today. The conventional choice for wind and solar farms is the grid-

following inverter, which takes the grid voltage as an external reference and holds its 

output current to the commanded value, behaving in effect as a controlled current 

source. During a fault it clamps its output only modestly above rated current, both to 

protect its semiconductors and because its synchronising loop struggles when the grid 

voltage collapses toward zero (Johansson et al., 2025). 

The alternative is to build an internal voltage reference and emulate, more closely, a 

voltage source, which is what a grid-forming inverter does. This lets it deliver a larger 

and faster fault current and offer some voltage support during a disturbance, though 

still within a current limit far below that of a comparable synchronous machine. The 

distinction matters directly for protection: distance relays have been shown to respond 

differently to grid-following and grid-forming sources, because the two trace different 

transient impedance trajectories at the relay (Johansson et al., 2025). 

 

Protection Challenges from Inverter-Based Resources 

Reduced and distorted fault current 

The first and largest difference is simply how much current is available. A 

synchronous generator can drive five to ten times its rated current into a nearby fault; 

a grid-following inverter is typically held to between one and one-and-a-half times 

rated, and even a grid-forming inverter to roughly twice. Magnitude is not the whole 

story. Even where the inverter output stays close to the clean sinusoid that relay 

algorithms expect, those algorithms also assume the fault leaves the system voltage 

largely intact, whereas control-loop behaviour and current-limiting logic distort the 

actual output during the fault. 

These features degrade protection in several ways at once. An overcurrent relay set to 

a high multiple of load current may never operate on an inverter-fed fault, because the 

fault current simply never reaches the pickup threshold. Negative- and zero-sequence 

elements can be blinded too, since many grid-following inverters are designed not to 

inject negative-sequence current, denying the relay the very signal its logic was built 

to detect (Haddadi et al., 2021; Mobashsher et al., 2023). Figure 1 makes the pickup 

problem concrete: a threshold chosen for synchronous infeed can sit above the entire 

http://amresearchreview.com/index.php/Journal/about


http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Page 2014 

fault-current contribution an inverter is able to provide. 

 
Figure 1. Why a fixed overcurrent pickup can miss inverter-fed faults. A pickup 

threshold chosen for synchronous infeed (dashed line) exceeds the fault current an 

inverter-based resource can supply, so the element never operates. Illustrative 

magnitudes after Haddadi et al. (2021) and IEEE Std 2800-2022. 

 

Distance-relay maloperation and adaptive countermeasures 

Distance protection is especially exposed, because its impedance calculation depends 

on a fault current of a particular magnitude and a particular phase relationship to the 

pre-fault voltage. The controlled, phase-shifted current an inverter injects can push the 

measured impedance away from its true value, producing over- or under-reach. 

Under-reach is the dangerous case: an in-zone fault is read as lying outside the relay's 

reach and is not cleared promptly. Figure 2 shows the mechanism on the R–X plane. 

Mobashsher et al. (2023) proposed an accelerated distance scheme that resists under-

reach on inverter-connected lines by reconstructing the impedance calculation. 

 
Figure 2. Distance-relay under-reach on the R–X plane. Current-limited, phase-
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shifted infeed from an inverter-based resource inflates the impedance the relay 

measures, so a fault at 60 per cent of the line is read as lying outside the instantaneous 

Zone 1 and clears only on a delayed backup zone. 

Wind farms sharpen the problem. For lines joining two doubly-fed induction 

generator (DFIG) wind farms, the mix of partial power-electronic control and 

induction-machine behaviour produces a distinctive fault signature, and 

Shahbazzadeh et al. (2025) set out adaptive logic and a pair of coordination 

techniques to keep distance relays working reliably in that setting. Barati et al. (2021) 

examined the further complication of a collector line compensated by a static 

synchronous compensator, and found that flexible AC transmission system devices 

can distort the impedance point a distance relay sees still further. 

 

Wind-farm collector systems and transmission coordination 

Beyond how a wind farm interacts with the transmission grid lies the problem of 

protecting the farm itself. A wind farm is usually a string of hundreds of turbines 

linked by a radial or looped medium-voltage collector system into a collector 

substation and thence to the grid. Fault ride-through requirements, which keep 

turbines connected and injecting limited current during a nearby fault, bear directly on 

coordination, because a turbine that remains connected with a rotor-side short behaves 

quite unlike one that has tripped or a synchronous machine delivering full fault 

current. Yoosefian et al. (2023) tackled this directly, proposing a protection scheme 

for distribution systems with wind farms that builds the ride-through constraint in 

rather than assuming it away. 

Table 1 draws the three source types together on the characteristics that matter most 

for protection. The contrast in the first two rows, fault-current magnitude and its 

decay behaviour, is the root of nearly every problem discussed in this section. 

 

Table 1. Fault-response characteristics of the three principal generation source types. 

Characteristic Synchronous 

generator 

Grid-following IBR Grid-forming IBR 

Typical fault-current 

magnitude 

5–10× rated 

(subtransient) 

1.0–1.5× rated, current-

limited 

~2× rated, current-

limited 

Fault-current decay Exponential 

subtransient / transient 

/ steady-state decay 

Rapid transition to a 

controller-limited steady 

value 

Near-instantaneous 

limit, faster than grid-

following 

Negative-sequence 

support 

Inherent, set by 

machine impedance 

Limited; depends on 

manufacturer control 

Configurable; generally 

closer to synchronous 

behaviour 

Voltage behaviour 

during fault 

Internal EMF largely 

maintained 

Follows depressed grid 

voltage 

Actively supports 

voltage within current 

limit 

Principal relay impact Assumptions 

embedded in legacy 

overcurrent and 

distance settings 

Distance under-reach; 

possible overcurrent 

non-pickup 

Improved but still 

current-limited relative 

to synchronous 
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Note. Compiled from characteristics reported by Haddadi et al. (2021), Johansson et 

al. (2025) and IEEE Std 2800-2022. 

Validating any proposed fix usually takes more than a steady-state study, because 

these effects play out over a handful of inverter cycles and the control-loop physics 

contribute in ways simplified models miss. Real-time digital simulation, which runs 

detailed inverter control models fast enough to drive real relay hardware in a closed 

loop, has become the common proving ground for this body of work, letting an 

adaptive or accelerated scheme be tested against realistic controls before any field 

trial. It is also a practical brake on adoption, since it demands dedicated laboratory 

facilities and close cooperation between protection engineers and inverter 

manufacturers, who may be reluctant to reveal proprietary control algorithms. 

 

Emerging Protection Solutions 

The countermeasures proposed in the literature fall into a small number of families, 

shown together in Figure 3. They are not mutually exclusive; a practical installation 

may combine adaptive local settings with a wide-area backup layer. 

 
Figure 3. A taxonomy of protection solutions for inverter-dominated grids, with 

representative studies. The four families are complementary rather than competing, 

and real installations often layer them. 

 

Adaptive protection 

Adaptive schemes change their relay settings automatically according to the operating 

state of the system, instead of holding a single fixed value derived from a worst case. 

This suits inverter-dominated systems well, because the fault current available at a 

given point can vary widely with the sources online at the moment of the fault, so a 

setting computed for one condition will not serve another. Adaptive schemes 

recompute settings, or select among pre-computed setting groups, using the current 

topology and generation status, restoring sensitivity and selectivity across a far wider 

range of operating conditions (Mobashsher et al., 2023; Barati et al., 2021). 
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Wide-area protection with synchrophasors 

Wide-area protection extends the adaptive idea by drawing on measurements from 

across the network rather than from one relay. Its sensing rests on the phasor 

measurement unit, which reports time-synchronised voltage and current phasors at 

high sampling rates, and on the wide-area monitoring systems that turn those data into 

system-wide situational awareness. Because a wide-area scheme reasons from a data 

source that does not depend on the local generation mix, it is inherently more robust 

to the fault-current variation that troubles local relays (Phadke & Bi, 2018). 

Rezaei Jegarluei et al. (2023) set out a wide-area backup protection scheme for 

asymmetrical faults on renewable-rich systems, noting that backup schemes reasoning 

from current and impedance, exactly as primary protection does, are especially 

vulnerable to inverter penetration and stand to gain most from a wide-area view. The 

catch is dependence on communication: because these schemes require uninterrupted, 

low-latency links, their dependability is tied to the communications system behind 

them, a requirement local relays never carried and one that demands real design 

discipline. 

 

Multi-agent and communication-assisted protection 

A related line of work builds protection from multi-agent systems, in which separate 

intelligent agents each watch a small part of the network and coordinate with their 

neighbours to settle on a local strategy. Peidaee et al. (2020) coupled a heuristic multi-

agent protection system to a distribution network with distributed energy resources 

and showed that the agents' negotiation preserved selective protection as the size and 

location of small inverter sources changed. A population of small, relatively simple 

local devices scales in a way that a centralised wide-area scheme cannot, since new 

devices can be added as the system grows without rebuilding the protection logic 

wholesale. 

The physical root of every problem and every solution in this section is the same, and 

Figure 4 states it directly: the current-limited fault contribution of inverter-based 

resources, whether grid-following or grid-forming, set against the large decaying 

contribution of a synchronous machine. Everything downstream, the under-reach, the 

pickup failures, the adaptive and wide-area fixes, follows from that one contrast. 

 
Figure 4. Idealised short-circuit current signatures by generation source. A 

synchronous machine delivers a large current with a decaying envelope and DC 
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offset; a grid-following inverter clamps to little above rated current; a grid-forming 

inverter reaches roughly twice rated with a faster limit and some voltage support. 

After Haddadi et al. (2021). 

 

Microgrid Protection 

Microgrids are hard to protect because they run in two modes with very different 

levels of available fault current and, often, a different dominant source in each. A 

scheme designed for grid-connected operation, with substantial fault current arriving 

from the upstream utility, may be useless once the microgrid islands and only its 

inverter-based sources remain to feed a fault. Since the change between grid-

connected and islanded operation can happen automatically and fast, static settings 

have generally been judged unsuitable for microgrids (Hussain et al., 2021). 

Two studies illustrate the response. The study by dos Reis et al. (2021) proposed a 

dual-strategy multi-agent adaptive design that explicitly reconfigures relay settings as 

the microgrid moves between grid-connected and islanded states, reporting better 

fault detection in both modes than fixed settings achieved. Hussain et al. (2021) took a 

communication-centred route, using continuous inter-relay communication to hold 

selective coordination as the available fault current varied. Both arrive at the same 

conclusion: microgrid protection needs some knowledge of the operating mode and 

the sources available, rather than a single assumed level of fault current. 

This is also where a magnitude-independent principle pays off. A balance of the 

instantaneous line currents, as in differential protection, does not care how large the 

fault current is, which is precisely the property a microgrid needs. Several of the 

adaptive schemes above are therefore two-element designs, pairing a directional or 

overcurrent element for security with a differential element for speed. 

Islanding detection is a closely related second function, because a scheme must first 

know that a transition to islanded operation has occurred before it can apply the right 

mode-specific settings. Passive methods, keyed to voltage and frequency deviation at 

the point of common coupling, can be slow, or can false-trip when generation and 

load happen to be well matched at the moment of separation, which has driven the 

development of active and communication-assisted detection that can confirm a trip 

more quickly and reliably. The quality of this step caps everything downstream: an 

adaptive scheme cannot apply mode-specific settings while it is still unsure which 

mode it is in. 

 

HVDC and Multi-Terminal DC Protection 

DC fault characteristics and protection methods 

Voltage-source-converter HVDC (VSC-HVDC) has grown quickly, both for 

connecting offshore wind and for tying asynchronous grids together, and its fault 

behaviour is even further from AC practice than anything at the inverter terminals 

discussed above. A DC fault lets current rise extremely fast, because the DC circuit 

offers little impedance to the transient, and the converter semiconductors can be 

destroyed within one to two milliseconds if the fault is not cleared (Muniappan, 

2021). 

Conventional AC breakers are orders of magnitude too slow on that timescale. DC 

fault protection therefore combines fast semiconductor or hybrid DC breakers, fault-
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blocking converter designs that can limit the current at the converter itself, and 

detection algorithms that must act within a few milliseconds of fault inception. 

Surveying the field, Muniappan (2021) found no single winning approach, only that 

practical schemes pair fast detection with either a breaker or a converter for current 

limiting, the choice turning on the trade-off between cost and reliability. 

 

Multi-terminal coordination and offshore wind 

Multi-terminal DC grids, with more than two converter stations on a common DC 

network, add a further requirement on top of fast detection: the protection must also 

work out which section is faulted, so that it can isolate that section selectively while 

power keeps flowing to the rest. Li et al. (2019) reviewed protection for multi-

terminal VSC-HVDC grids and noted that fault location and selective isolation are 

harder in a meshed DC network than in the AC equivalent, precisely because there is 

no natural current zero crossing and the fault current rises so fast. 

Sahebkar Farkhani et al. (2024) surveyed more recent multi-terminal schemes, sorting 

them by detection speed, selectivity and the capital cost of the DC-breaker technology 

involved. Their review echoes a theme running through this whole topic: as power-

electronic interfaces spread, whether as inverter-based generation or as DC 

transmission, protection engineering has to reckon with control-system dynamics as 

much as with circuit physics. Offshore wind is the practical meeting point of the two, 

since many offshore farms now connect through a dedicated VSC-HVDC link rather 

than an AC cable, to cut losses over long submarine distances. A fault anywhere along 

that chain, from the offshore collector system through the HVDC link to the onshore 

converter, must be located and isolated without needlessly disconnecting healthy parts 

of the farm, which folds the wind-farm and HVDC protection problems into a single, 

commercially important case. 

 

Research Gaps 

Reading the domain literatures side by side exposes where effort has concentrated and 

where it has not. Figure 5 sets out that assessment as a matrix of protection domain 

against research aspect, and four gaps stand out. 

 
Figure 5. Maturity of the literature by protection domain and research aspect. Darker 

cells mark better-developed areas; pale cells mark gaps. The assessment is the authors' 

synthesis of the reviewed studies and is intended to guide, not to quantify. 

The first gap is validation. The problem characterisation is strong almost everywhere, 

and adaptive solutions are well developed for transmission distance and microgrid 

protection, but independent field or real-time-simulation validation thins out quickly, 

and it is thinnest for wind-farm collector systems and multi-terminal DC. Much of 
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what is proposed has been demonstrated only in offline simulation against simplified 

inverter models, which is exactly the setting least able to capture the control-loop 

effects that cause the trouble. 

The second gap is coordination across domains. The interconnection point between a 

wind farm's collector protection and the transmission protection beyond it is where 

several studies report coordination slipping, yet it is studied far less than either side in 

isolation. The offshore-wind-plus-HVDC case, which stacks both problems, is treated 

in only a handful of papers despite its growing commercial weight. 

The third gap is communication dependence. Wide-area and multi-agent schemes lean 

on low-latency, dependable communication, but the reviewed work rarely quantifies 

how the protection degrades when that communication is delayed, lost or attacked. 

For schemes proposed as primary or backup protection, that omission matters, 

because a communications failure then becomes a protection failure. 

The fourth gap is standardisation coverage of the newest installations. IEEE Standard 

2800-2022 has begun to bound the fault behaviour of transmission-connected 

inverter-based resources, but comparable, protection-relevant requirements for 

microgrids and for multi-terminal DC grids are far less settled, which leaves those 

domains where transmission was before the standard: dependent on manufacturer-by-

manufacturer behaviour. 

 

Economic, Reliability and Standardisation Considerations 

Re-coordinating protection is not free. Upgrading or re-setting relays across a 

transmission system carries engineering cost and requires outage management, and 

those costs have to be justified by the improvement they buy. Operators have 

historically been cautious about changing protection philosophy without strong cause, 

because the consequences of a protection failure are far more serious than those of 

most other outages, and that caution is part of why the engineering literature on 

inverter-based protection has grown as quickly as it has: the alternative to studying 

the problem is discovering it in service. 

Standardisation has become the main lever for an industry-wide answer. IEEE 

Standard 2800-2022 sets interconnection and interoperability requirements for 

inverter-based resources connecting to transmission systems, including specific 

requirements for fault-current contribution, ride-through and support for protection 

coordination, so that behaviour no longer depends on each utility's individual 

interconnection agreement (IEEE, 2022). Davi et al. (2023) showed the practical 

worth of this, demonstrating that consistent ride-through and fault-current 

requirements across interconnections make protection coordination analysis 

considerably more tractable than in a world where every inverter behaves to its own 

manufacturer's design. 

There is a cost embedded in that predictability: guaranteeing a bounded fault 

contribution generally means over-sizing the inverter, and that has to be paid for. 

Even so, the trade looks worthwhile. A known, bounded fault behaviour is what lets 

protection engineers design with confidence, and it is the precondition for the 

adaptive and wide-area schemes reviewed here to be engineered reliably rather than 

tuned by trial and error. 
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Recommendations for a Renewable-Ready Protection Architecture 

Several recommendations follow from the literature reviewed here, offered to utilities 

and researchers updating protection for a generation mix rich in inverter-based 

resources. 

First, favour current-magnitude-independent principles. Differential protection should 

be the first choice for lines and feeders at inverter-heavy interconnection points, 

wherever it is economically justified, because it is largely unaffected by the fault-

current reductions at the heart of this review. 

Second, treat adaptive, generation-aware settings as a design fundamental rather than 

an enhancement. On any feeder or line that sees even moderately wide swings in 

available fault current, a factor of five or more depending on which sources are 

online, setting logic keyed to generation status should be considered basic rather than 

optional. 

Third, extend wide-area monitoring into a protection resource. Synchrophasor-based 

wide-area monitoring should be developed beyond situational awareness into an 

active input to the protection schemes described here, with the communications 

behind it engineered to a dependability standard that matches its new role. 

Fourth, make grid-code compliance non-negotiable. Interconnection to IEEE Standard 

2800-2022, or the equivalent regional grid code, should be a firm requirement for 

every new inverter-based resource, because it is the predictability of the fault 

contribution that makes the adaptive and wide-area schemes reviewed here safe to 

engineer. 

Fifth, update what engineers are taught. Protection curricula and utility training 

should cover inverter control behaviour alongside classical short-circuit theory, 

because the mental model inherited from synchronous machines is now only the 

starting point for understanding fault behaviour on the present-day grid. 

 

Conclusion 

The move from synchronous to inverter-based generation is arguably the deepest 

change to the physical assumptions of power system protection since the field took its 

modern shape in the middle of the last century. The reduced, tightly limited fault 

contribution of wind, solar and battery plant undermines conventional overcurrent and 

distance protection in now well-understood ways, from distance under-reach to 

outright overcurrent non-pickup, and at the same time complicates coordination 

within wind-farm collector systems and among DFIG-connected renewables. 

The studies reviewed here each capture part of a field responding to that challenge: 

accelerated adaptive relay logic, wide-area protection built on synchrophasors, 

distributed multi-agent coordination, and schemes tailored to microgrids and to 

voltage-source-converter DC transmission. Standardisation, IEEE Standard 2800-

2022 above all, is beginning to give that response a shared technical language. None 

of these measures repeals the physics of power-electronic fault current, but together 

they point toward a protection architecture that is maturing to fit a grid whose 

generation is no longer the grid classical protection theory was written for. The 

clearest priorities from this synthesis are closing the validation gap between 

simulation and field performance, and extending to microgrids and multi-terminal DC 

the kind of bounded, standardised fault behaviour that IEEE 2800 has begun to bring 
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to transmission. 
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