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The widespread growth of Ethereum's ecosystem and decentralized finance, especially the 

burgeoning smart contracts market, has presented an unprecedented opportunity for hackers to 

exploit malicious and exit scams within the cryptocurrency space as well as various Ponzi 

schemes through wallet-using phishing attacks. Protocol-level cryptographic mechanisms like 

Keccak-256 hashing and the Elliptic Curve Digital Signature Algorithm assure transaction 

validity and structural state integrity, but they are not able to measure semantic intentions and 

behavioral legitimacy of on-chain activities. This operational shortcoming is addressed in this 

Article with the introduction of an end to end, computationally efficient machine learning 

system specifically designed for Ethereum address fraud detection in real-time. The 

methodology proposed builds a very high-dimensional feature space with 51 engineered 

attributes reflecting the past dynamics of Ether timing and also technical ratios relative to token 

interactions, such as the ratio of transactions that balance to zero Ether, or contracts that interact 

with tokens. An Extremely Randomized Trees Extra Trees ensemble classifier is built from the 

real-world blockchain data by taking advantage of cost sensitive inverse class frequency 

weighting without introducing synthetic noise caused by oversampling. Standard baseline 

classifiers give overall classification Accuracy of 89.76%, Precision of 88.89%, Recall of 
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88.46%, F1-Score of 88.54% and an ROC-AUC of 0.981, while the results of the extra trees 

model is 98.42%, 97.85%, 98.10%, 97.97% and 0.988 respectively, which is the best among all 

of them. After integrating the ERC20 token dynamics into the system, feature ablation analysis 

demonstrates that the improvement made in terms of F1-Score is 6.77% as compared to 

traditional ETH-only approaches. Moreover, it only needs 0.85 milliseconds per address, 

showing its good applicability for such tasks as transaction monitoring in live applications, 

screening memory pools, and pre-execution wallet security alerts. 

 

Keywords: Ethereum, Fraud Detection, Machine Learning, Extra Trees, ERC20 Token 

Dynamics, Blockchain Security, Smart Contracts 

 

INTRODUCTION 
One of the biggest hurdles has been the rise of blockchain, with the Ethereum network poised to 

be one of the most influential in transforming the financial landscape – particularly with the 

proliferation of decentralized applications, smart contracts and non-custodial exchanges for 

digital assets [1]. Ethereum is unlike conventional financial frameworks where numerous 

intermediaries confirm, handle and enforce transactions, as it dispenses with that role with its 

decentralized cryptographic consensus mechanisms [2]. This ingenious design ensures that 

intricate financial transactions can be carried out without the need for trust, middlemen, or even 

third parties, and that all parties are able to interact in different ways, without participating in 

each other's trust processes [2]. Consequently, all of this led to the rise of Ethereum's various 

DeFi, tokenized assets, and financial services applications, such a large number of which have 

emerged at an extremely fast pace [3, 4]. At the same time, however, this open, permissioned, 

and pseudo anonymous environment has provided a fertile land for a variety of illegal activities, 

or even financial crimes [5]. The transparency and programmability of Ethereum is a venue for 

malicious actors to launch phishing attacks, rug pull/Exit scams, Ponzi and pyramid schemes, 

money laundering schemes and now more and more advanced exploits of smart contracts on 

Ethereum [6], [7], [8]. Whilst this boosts transparency, it also makes it hard if not impossible for 

fraudulent transfers to be rolled back after they have occurred [9]. The value locked in DeFi 

(DOLA) protocols has been growing at an exponential rate, increasing the number and 

sophistication of these attacks as well [10, 11]. Therefore, the significant monetary losses 

suffered by malicious actors are a significant burden to user confidence, regulatory acceptance, 

and long-term viability, security, and growth of the Ethereum ecosystem and the decentralized 

finance sector in general [12]. 

Fundamentals of Blockchain Based analysis of native Ether (ETH)  

The framework combines the analysis of native Ether (ETH) transactions and interactions with 

ERC20 tokens to provide a more comprehensive view of wallet activities, helping to identify 

more nuanced patterns that might go unnoticed by traditional detection methods. This 

comprehensive approach significantly enhances the capacity to identify legitimate users from 

malicious ones while being compute efficient enough to be practically implemented in 

decentralized finances (DeFi) settings. One of its most significant contributions has been the 

creation of a detailed 51-feature behavioral taxonomy that is a blend of traditional temporal 

Ether transaction features and new features that pertain to interactions with ERC20 tokens. The 

feature engineering strategy employed differs from previous methods, which relied mainly on 

statistical metrics of ETH transfers [13-19], and integrates additional metrics like token value 

distribution, frequency of interaction with smart contracts, token diversity, and ZDA behavioral 

peculiarities [20-22].  
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The extra features offer useful details about wallet activity and are especially effective for 

detecting covert fraudulent patterns, such as those that depend upon token transfers and smart 

contract interactions to cover up malicious activities. A critical contribution is a blockchain-

specific classification framework based on Extremely Randomized Trees (Extra Trees) that takes 

into account the high levels of imbalanced data [23-28]. 

 

Figure 1: Generic blockchain Blockchain security enhancement An approach towards hybrid 

consensus algorithms and machine learning techniques [29] 
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The proposed framework solves the problem of class imbalance in the training set by naturally 

sampling more instances of minority classes as training samples, avoiding the need to generate 

artificial minority class samples by synthetic oversampling (e.g., using relatively complex 

SMOTE) [30-38]. This approach can retain the trustworthiness of live blockchain information 

and assure a high minority malicious class detection rate while maintaining the generalization 

ability of the detector. The proposed framework also has an emphasis on the practical 

https://www.nature.com/articles/s41598-024-51578-7
https://www.nature.com/articles/s41598-024-51578-7
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applicability in terms of optimizing feature extraction and class-wise classification mechanism 

specifically for real-time monitoring with minimal time constraint. The resulting system has a 

mean inference latency of around 0.85ms per Ethereum address, showcasing the ability to detect 

fraud with high accuracy at a low computational cost [39-43]. This performance results in an 

applicable framework for real-time blockchain security applications, such as mempool 

transaction screening, pre-execution wallet risk score, exchange compliance methods and 

automated security alert methods in locations where quick decision-making is essential [44-48]. 
Last, this study offers extensive empirical substantiation by running rigorous and extensive 

cross-validation experiments and comparing the results with the performance of other popular 

machine learning methods [49], such as Logistic Regression [50], Support Vector Machine 

(SVM) [51], Random Forest [52] and XGBoost [53]. They also perform an extensive ablation 

analysis to rank the individual contribution of ERC20 token interaction features with regard to 

traditional ETH-only transaction features, in addition to the standard performance measures of 

accuracy, precision, recall, and F1-score. The experimental results validate the token-level 

behavioral properties: they prove that they can significantly improve the prediction results as 

compared to those obtained from traditional transaction attributes, and that the generation of 

ERC20-style behavioral attributes further enriches the information about a malicious Ethereum 

address [54-58]. 

 

Figure 1( a): Layer Wise Blockchain security  [55] 

Innovation and Research Significance 
The key innovation of this study is its harmony between computational efficiency, semantic 

feature enhancement, and deplorability for real-time Ethereum fraud detection. In contrast to the 

abundance of more sophisticated architectures for deep learning in recent research [56-62]], the 

proposed framework illustrates the potential for high detection performance while enabling 

extremely lightweight computation by judicious use of a carefully designed behavioral feature 

https://www.nature.com/articles/s41598-024-51578-7
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and an optimized ensemble learning method. Instead of focusing on blockchain security as a 

graph representation task, this research highlights the ability to analyze blockchain transaction 

histories or token interactions within these histories to identify meaningful behavioral 

intelligence for accurate classification without the need to construct large blocks of graph data 

[63-68]. One of the major challenges in this work is that it does not involve computationally 

intensive graph-based learning methods like Graph Neural Networks (GNNs), Graph Attention 

Networks (GATs) or deep sequential architectures [69-72]. While these models have 

demonstrated decent prediction abilities, in general they involve significant amount of complex 

computation at every addition of new transactions in the blockchain and full graph 

reconstruction, as well as intensive pre-processing [73-78]. This is a very restrictive application 

in blockchains for which transactions will keep flowing at all times, and decisions regarding 

their security are made in milliseconds. The approach used in the proposed framework is an 

Extremely Randomized Trees (Extra Trees) ensemble that is trained on a well-designed, high-

dimensional feature space, allowing for accurate and sensitive classification with high speed of 

inference. The design is also more compatible with the deployment in the real blockchain 

monitoring system, cryptocurrency exchanges, decentralized finance (DeFi) security platforms. 
It is currently another major breakthrough of this research to develop a semantically enriched 

behavioral feature representation, which goes beyond the classical ETH transaction statistics 

[79-83].  

Leaky ReLU: 

 ( )  {
     

           
     Eq (1.5) 

 
Leaky ReLU will give a value of 0.01 multiplied by the negative input, while positive inputs 

will keep their value, making it a leaky rectifier. Thus, neurons stay active during training, 

without the problem of "dead neurons". The outputs from the convolutional layers are 

normalized in the batch normalization layer. This normalization process helps to make the 

training process of the proposed DeepTumorNet architecture more stable and faster, hence a 

more efficient learning process. The batch normalization procedure is mathematically 

indicated in equations 9-11: 
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(     )     Eq (1.7) 

 

The proposed model not only features time and cost attributes of Ethereum transactions, but also 

incorporates fine-grained details of ERC20 tokens interaction with the model that accounts for a 

different kind of the way wallets interact with token contracts and decentralized applications 

[84-86]. The framework captures subtle behavioral signatures associated with fraudulent or 

deceptive wallet activity through analyzing the difference between the number of token contracts 

created and received on wallets, token to token interactions, zero value tokens transfers and the 

minimum and maximum value transferred [87-91]. The benefits allow for detection of more 

advanced attacks, which are not evident to traditional heuristic-based detection and blacklist 

methods [92-95]. The study also shows how feature engineering can be used to achieve an – 

architecture equivalent performance [96]. The proposed approach directly carries domain 

knowledge into the feature extraction process rather than using deeper neural networks to find 

the representations of concepts in the data [97, 98]. The outcome is a very explainable model 

that can be predicted by transactional actions instead of latently represented. This transparency 

and explainability are especially beneficial for blockchain security applications, where 

blockchain analysts, exchanges, and regulators are demanding clear and understandable 



http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Page 873 

decision-making processes. The proposed approach is one of the most difficult problems in 

blockchain fraud detection – extreme class imbalance – using a cost-sensitive learning strategy, 

which adopts inverse-class-frequency weighting [99-101].  

   
 

 
 ∑    

       Eq (1.8) 

𝑆=𝑤2×ℎ2×𝑑2    Eq (1.9) 
The model does not rely on synthetic oversampling methods like SMOTE to enhance the 

minority class detection, yet still maintains strong detection performance for minority classes 

with their true distributions in the blockchain data [11]. This helps to enhance the generalization 

performance and prevent overfitting caused by the artificial production of training samples [102-

105]. This research proposes an efficient ensemble learning-based high-precision machine 

learning method to effectively fuse the powerful behavioral feature engineering with efficient 

ensemble learning, which is elaborately designed for easy implementation, high scalability, and 

high accuracy. The proposed method shows that the real-time malicious wallet detection can be 

implemented without the computational load of the graph-based deep learning algorithms, and 

meanwhile the improvement of the predictive ability can be obtained by certain meanings 

ERC20 wallet behavior features. Therefore, with its unique characteristics, such as features of 

high accuracy, low latency, and strong operational scalability, the framework can be employed 

to create a secure layer for protection of the users of decentralized finance technologies, 

cryptocurrency exchanges, and ecosystems from a constantly changing cyber arena [106-109]. 

 

Literature Review 
The rapid growth of the Ethereum ecosystem has transformed decentralized finance (DeFi) and 

smart contract execution, yet it has simultaneously introduced unprecedented security 

vulnerabilities [110]. Traditional centralized fraud detection techniques rely heavily on perimeter 

defenses and centralized monitoring authorities; however, these mechanisms fail within 

distributed ledger paradigms where transactions are immutable, pseudonymous, and 

cryptographically verified [111]. To address these challenges, modern blockchain security 

architectures increasingly integrate machine learning models with native cryptographic 

primitives to detect illicit wallet behaviors proactively [112-114]. While core cryptographic 

elements—such as Keccak-256 hashing, Elliptic Curve Digital Signature Algorithm (ECDSA), 

and Merkle Patricia Tries—guarantee data integrity and non-repudiation at the protocol layer, 

they are inherently incapable of evaluating the semantic intent of a transaction [115-118]. 

Consequently, malicious actors exploit legitimate smart contract interfaces to execute exit 

scams, phishing schemes, and Ponzi operations, transferring billions in value before manual 

intervention can occur [119]. 
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Figure  1 (b): Secure blockchain based intrusion detection for IoT networks [120] 

Table 1: Comparative Analysis of Cryptographic Security Mechanisms in Blockchain 

Mechanism Primary 

Application 

Security Level Computational 

Cost 

Primary Limitation 

in Fraud Detection 

Ref. 

Keccak-256 Block & 

Transaction 

Hashing 

128-bit collision 

resistance 

Low Non-invertible; 

cannot infer 

behavioral intent 

[121] 

ECDSA 

(secp256k1) 

Digital Signatures 

& Auth 

128-bit security Medium Vulnerable to key 

theft and social 

engineering 

[122] 

Merkle 

Patricia Tries 

State & Receipt 

Verification 

Cryptographic 

integrity 

Low Validates structure, 

not transaction 

legitimacy 

[123] 

zk-SNARKs Privacy-

Preserving Proofs 

Variable (128-bit) Very High Obfuscates 

transaction graphs, 

aiding illicit flow 

[124] 

Cryptographic Security Foundations and Vulnerabilities 
The Ethereum blockchain's trust layer is cryptographic mechanisms, which are essential for 

ensuring the security, decentralization, and tamper resistance of the system. Unlike a traditional 

financial system where the transactions have to be validated and records kept centrally through 

financial institutions, on Ethereum the trust is provided by the cryptographic algorithms, which 

help ensure that each and every transaction is authentic, verifiable and irrevocable. Together, 

core cryptographic technology elements such as public-key cryptography, digital signatures, 

cryptographic hash functions and Merkle tree structures serve to protect the identity of users, 

verify their ownership of digital assets and ensure consistency of the distributed ledger [125-

128]. These allow network members to conduct transactions with one another securely without 

needing to build a level of trust with each other or third-party institutions. The Elliptic Curve 

https://link.springer.com/article/10.1007/s10791-025-09754-4
https://link.springer.com/article/10.1007/s10791-025-09754-4
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Digital Signature Algorithm (ECDSA) is predominantly used by Ethereum for the authentication 

of each transaction. Each user has his own private/ public key pair, the private key for creating 

digital signatures and the public key for verifying transactions authenticity by the network 

validators [129, 130]. It is an asymmetric cryptographic facility that means transactions with 

Ethereum can only be sent by the owner of the account and only smart contract functions will be 

executed by the owner with that account. Ethereum uses cryptographic hash functions, like 

Keccak-256, along with the cryptographic signature to ensure that the transaction data is not 

changed after it has been sent, which would also change the cryptographic signature. Hence, in 

order to guarantee that no invalid state change can take place and all changes are mathematically 

verifiable, public-key cryptography and hash functions are used for each state change in order to 

create transaction validity and network consensus [131]. 

𝜎𝛽 
 

 
(     )     Eq (2.4) 

 

 Cryptographic hashing is also used to ensure the integrity of the blockchain, apart from 

transaction authentication. The cryptographic hash of each block is linked to the block before it, 

forming an unbreakable chain of blocks. Even the smallest change to a historical transaction 

would cause the hash to change, severing the connection between blocks and making it obvious 

that it has been tampered with by anyone. This property gives Ethereum extra protection against 

data manipulation and builds up the immutability that is the foundation of the decentralized 

monetary frameworks. Moreover, Merkle trees allow for efficient verification of a large set of 

transactions without every node having to store and verify the entire set of transactions, thereby 

enhancing scalability while maintaining cryptographic security. But don't be misled 

cryptographic security is no total operational security [132]. 

   
 

 
 ∑    

       Eq (2.5) 

 While Ethereum's cryptographic primitives are believed to be computationally secure against 

direct attacks, the lack of security in other parts of the system is a common way in which 

malicious actors exploit the network. For instance, an attacker is able to set up phishing attacks, 

trick users into signing transactions with their private keys, or design a malicious wallet interface 

or a fake decentralized application or even a malicious smart contract to force users to sign 

transactions with their private keys. Likewise, hackers are able to deploy its fake ERC20 token 

contracts that are very similar to the name of a genuine token project and trick users into 

approving the transfer of fake tokens to the attacker or grant them spending power. Such attacks 

involve misuse of human behavior or flaws at the application level, and are less related to flaws 

in the cryptography algorithms themselves, emphasizing the point that cryptography does not 

guarantee that blockchain fraud cannot be carried out [133]. DeFi's growing sophistication has 

extended about the attack surface with the use of smart contracts that can handle billions of 

dollars in digital property. Smart contracts carry out their actions based on determined logic that 

is written according to predefined blocks of code, but the flaws in smart contract 

implementation, the insecure code or logical weaknesses can still be exploited by attackers. For 

example, reentrancy attacks, integer overflows, flash-loon exploits and admin access exploits 

have been examples of events that taint mathematics secure cryptographic protocols, in a way 

that they aren't secure in the decentralized landscape. Thus, security studies on the blockchain 

are now addressing security issues by incorporating behavioral analytics and Machine Learning 

techniques alongside the existing cryptographic security mechanisms to detect unusual wallet 

activity before money losses have been occurred. Recently, the advancement of zero-knowledge 

proof (ZKP) technologies has brought new powerful privacy-preserving functionalities to the 

Ethereum and other blockchain ecosystems, both in the form of zero-knowledge succinct, non-

interactive arguments of knowledge (zk-SNARKs) and zero-knowledge scalable transparent 

arguments of knowledge (zk-STARKs). These cryptographic protocols enable users to establish 
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the authenticity of a computation or a transaction without disclosing the confidential data behind 

them, enhancing the privacy, scalability and the confidentiality of transactions. To achieve these 

objectives, intelligent systems that ensure privacy while minimizing transaction costs are being 

introduced in Layer-2 solutions and privacy-focused decentralized applications, such as zero-

knowledge systems [134-139].  

𝑆=𝑤2×ℎ2×𝑑2    Eq (2.6) 
Although zero-knowledge proof systems offer significant benefits, they also come with a 

number of security and forensic analysis challenges for blockchain systems. These privacy-

preserving technologies may make traditional auditing processes, anomaly detection, and fraud 

analysis more complex to perform, by making it harder to see what is happening on-chain. There 

may be only partial exposure to behavioral evidence which could otherwise enable security 

analysts to identify malicious wallets or fraudulent financial transactions. 

𝑤2 
(    )

   
    Eq (2.7) 

 

 This growing adoption of these privacy-protecting cryptographic solutions emphasizes the 

necessity of sophisticated behavioral analysis (BA) techniques that can identify frauds by 

employing only indirect transaction patterns or wallet interaction characteristics, not the 

transaction content itself. The dynamic nature of this environment highlights the need for the 

creation of intelligent machine learning models that could go beyond cryptographic security in 

recognizing suspicious behavioral patterns while maintaining the attributes of decentralization 

and privacy inherent in blockchain technologies [140]. 

 

Machine Learning Approaches for Ethereum Fraud Detection 

This protocol-level cryptographic validation and transaction-level behavioral analysis 

dichotomy, in recent years, supervised machine learning and deep learning have been widely 

adopted to identify any malicious blockchain transactions [141]. Even if the blockchain process 

is cryptographically correct with regard to the mathematical nature of the payment and 

impervious to hacking, there is no means of knowing whether these payments are legitimate or 

disingenuous or is the trade intended for good or evil. Machine learning has become a vital 

added technology which can recognize dubious behavioral patterns with investigation of past 

transaction details, account interactions and traits of token transfers. Machine learning, in 

contrast to rule creation systems that rely on ad hoc algorithms, enables models to be trained on 

labeled data to discover discriminative patterns, which can evolve as cybercriminals test new 

tactics. The first group of attempts at detecting fraud in Ethereum were mainly based on typical 

transaction metrics from the native transfers of Ether (ETH). They usually involved such things 

as transaction frequency, incoming counts of transactions, outgoing amounts of transactions, 

account age, changing of wallet balances, the average value of transactions made, transaction 

intervals, and the ratio of outgoing transactions to incoming transactions. These handcrafted 

features were used to train classical supervised learning algorithms that are used to classify 

genuine wallets from malicious wallets: Logistic Regression, Decision Trees, Naïve Bayes, 

Support Vector Machines (SVMs), and Random Forests. While providing moderate 

classification accuracy and feasibility for automated fraud detection, those algorithms mostly 

aimed at monetary transfers and ignored the wide context of the behavioral aspects and 

transactions carried out within the wallet area, which affected their predictive power [142]. With 

amazing speed, the Ethereum ecosystem expanded, as well as the use of the ERC20 token 

standard. The nature of blockchain transactions began to change in a fundamental way due to the 

flurry of the Ethereum ecosystem and the explosion in the use of the ERC20 token standard. 

Today's wallets, however, are much more involved in interacting with thousands of ERC20 

tokens, decentralized exchanges, lending platforms, staking websites, and other decentralized 
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finance (DeFi) apps. As a result, the behavior of the transactions changed from merely 

transferring values to intricate multi-token usage and patterns that involved a variety of smart 

contract and decentralized applications. With this change wallet feature sets used for traditional 

ETH transactions were becoming progressively less helpful in accurately characterizing the 

wallet behavior, with many fraudulent activities moving towards trading with tokens or 

interacting with smart contracts rather than using Ether directly [143]. 

 

 
Figure  1 (c):  Cloud with blockchain security structure [144] 

 

 Researchers have been investigating deep learning architectures that can model the relationships 

between different parts of the blockchain data, such as structural and temporal dependencies, to 

better capture these complex relationships. One type of network that has been gaining much 

interest is the Graph Neural Networks (GNNs), as the blockchain ecosystems naturally connect 

into a graph consisting of nodes and edges. Graph Neural Networks (GNNs) have been drawing 

https://link.springer.com/article/10.1007/s10791-025-09754-4
https://link.springer.com/article/10.1007/s10791-025-09754-4
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a lot of attention due to the structure of the blockchain ecosystem, where wallets represent nodes 

and transactions represent edges. GNNs leverage these graph structures to learn complicated 

representations of the connectivity of wallets, neighborhood relationships, and propagation of 

transactions that are hard to include in a traditional feature engineering process. Likewise, 

temporal transaction sequence analysis has been explored using sequential deep learning models 

like the Gated Recurrent Unit (GRU) and Long Short-Term Memory (LSTM) networks for 

detecting patterns that evolve over time in temporal transaction sequence analysis. Such models 

have proved to be very useful in detecting coordinated attacks, money laundering chains and 

large frauds with multiple interconnected wallets. Deep learning models are highly 

representational, they come with a number of practical challenges when applied to real world 

blockchain environments. However, as new transactions are being added to the blockchain, new 

transformations must be generated and messages must be passed amongst new nodes, which can 

be extremely compute-intensive and memory-efficient. Keeping large transaction graphs helps 

ensure their completeness, but this is becoming heavy going as volume of blockchain 

transactions continues to rise. In a similar fashion, it's common for sequential models like 

LSTMs to need massive amounts of transaction data and lots of computational power to model 

lengthy transaction history. These factors are responsible for the greater time taken to make 

inferential decisions, which makes such architectures less appropriate to scenarios that demand 

real-time decision-making, such as real-time mempool monitoring, real-time wallet screening, 

and real-time detection of exchange transactions.  

 
Figure  1 (d): Cross-chain mechanism in blockchain platform [145] 

 

Deep learning approaches can therefore excel in predicting the security of a system tested 

offline, but can be limited to production blockchain security systems due to scalability and 

computational efficiency. To address these drawbacks, in recent years, ensemble (or 

combination) tree-based machine learning algorithms have been shown to be successful for 

detecting fraud from blockchain networks. Random Forest, GBM, XGBoost, LightGBM, 

CatBoost, ET, Extra Trees are some of the top models that are generally very competitive and 

perform better on structured datasets from the blockchain. They are especially applicable to 

tabular transactional data, as they could efficiently represent nonlinear relationships, naturally 



http://amresearchreview.com/index.php/Journal/about 

Volume 4, Issue 3 (2026) 
 
 
 
 
 
 
 
 
 

 

Online ISSN                            Print ISSN 

. .      

 

http://amresearchreview.com/index.php/Journal/about 

Page 879 

model complex feature interactions, require relatively little feature scaling and demonstrate good 

resistance to overfitting, thanks to ensemble learning mechanisms and mechanisms for detecting 

sample conflicts. Additionally, tree models are more explainable than many deep learning 

architectures, which enable researchers or security analysts to identify the most important 

features of the transactions that impact on the fraud detection decision [146]. The conventional 

machine learning models have major challenges when applied to real-world blockchain security 

scenarios. The first is the severe class imbalance in that purchasing a legitimate Ethereum wallet 

via address greatly outweighs the number of wallet addresses that are spoofed. However, the 

proportion of malicious wallets is very small compared to the blockchain ecosystem, causing 

standard classifiers to become over-trained on the more prevalent class, resulting in relatively 

low detection accuracy of malicious wallet addresses. The solution to this problem can be 

proposed by the techniques of random oversampling, under sampling, or the Synthetic Minority 

Over-sampling Technique (SMOTE) – these can create artificial data distribution or reject 

valuable information, potentially impacting the generalization of the model. The second 

challenges are the few numbers of existing studies with semantic representation of blockchain 

behaviors. Many of the previous studies are still heavily dependent on ETH transaction data with 

little use of the abundance of behavioral data that can be extracted from ERC20-based token 

actions. Conventional detection models fail to capture the indicators of fraudulent activity that 

are found in the features of token diversity, smart contract engagement, zero-value token 

transfers, token-approval events, contract-creation activities, and token distributions that follow 

transfers. Given the proliferation of sophisticated tricks by fraudulent actors to hide malware in 

decentralized apps and token ecosystems, these more detailed semantic features will become 

critical in making a more accurate and robust fraud detection. Such constraints inspire the need 

for more effective and semantically-rich machine learning structures that integrate detailed 

behavioral feature engineering with fast and cost-effective classification methods. These 

methods focus on maximizing prediction power while pursuing high-performance real-time 

blockchain monitoring and fraud prevention with low inference latency [147-149]. 

 

Research Gaps and System Integration 
Three main gaps regarding blockchain fraud detection systems. Three main research gaps in the 

current literature that still constrain the effectiveness and practical applicability of blockchain 

fraud detection systems are obtained from a critical literature synArticle. First, much of previous 

research fails to consider the varied and complex nature of interactions with ERC20 tokens, 

because it concentrates on conventional Ether (ETH) transaction statistics. As of this writing, 

these attributes like ratio of unique received token names to unique destination addresses, 'token 

interaction diversity', ‗contract engagement patterns', and ‗token transfer characteristics' serve as 

good foul indicators, which have largely been under-explored in the field of existing research. 

Excluding these behavioral attributes diminishes the effectiveness of detection models for 

sophisticated and changing fraud tactics, especially as they are increasingly being carried out in 

token-based ecosystems and the decentralized finance (DeFi) sector. Second, conventional data 

preprocessing pipelines are often based on heavy oversampling strategies especially the 

Synthetic Minority Over-sampling Technique (SMOTE) for tackling the issue of class 

imbalance. While these methods can boost the classification accuracy on benchmark datasets, 

they also destroy the distribution of the transactions inherent to the dataset, add synthetic 

samples to the datasets, and can create artificial results on potential datasets, reducing the 

reliability of their practical use in production environments. Third, there is still an apparent lack 

of integrated detection architectures that are able to integrate lightweight features, efficient 

preprocessing and computationally inexpensive ensemble learning algorithms that can perform 

real-time classification without the use of costly graph construction and re-computing the graph 

again and again. However, this restriction severely constrains the use of many of these complex 
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models in high-throughput blockchain surveillance systems where quick, scalable and efficient 

inference is crucial for the timely detection and prevention of frauds. To remedy these identified 

research gaps, this research introduces a novel end-to-end Ethereum address classification 

framework, which is developed by an optimized version of the Extremely Randomized Trees 

(Extra Trees) algorithm based on the concept of balanced class weighting. The proposed 

framework does not need to use deep learning architectures with high computation cost and 

synthetic oversampling techniques to ensure the characteristics of blockchain transaction data 

are preserved. The model proposes to capture traditional and novel indicators of malicious 

activity by extracting 51 carefully engineered attributes of the transactions and behavior, with a 

particular focus on ERC20 token dynamics, interactions with smart contracts, temporal 

transaction patterns, and the diversity metrics that describe tokens. Such an integrated approach 

ensures a high degree of sensitivity and specificity while keeping the computational load and 

inference time low – below a millisecond, making it suitable for the real time blockchain 

security applications, real-time transaction monitoring, fraud prevention systems and large-scale 

decentralized finance security infrastructures. 

Research Objectives 

In response to these challenges, this research introduces a comprehensive, efficient machine 

learning pipeline designed specifically for the real-time classification of Ethereum addresses. 

This framework prioritizes both exceptional predictive accuracy and minimal computational 

demands, making it ideal for use in practical blockchain monitoring scenarios. By combining 

extensive feature engineering with a streamlined ensemble learning algorithm, the framework 

seeks to effectively differentiate between legitimate and malicious Ethereum addresses while 

ensuring the rapid inference speeds necessary for ongoing transaction monitoring. The Article 

aims to achieve the following specific goals: To develop a high-dimensional feature dataset that 

includes 51 unique attributes, merging standard temporal Ethereum transaction metrics with 

detailed ERC20 token interaction patterns to capture both native cryptocurrency activities and 

token-based transaction characteristics. To create and deploy an Extremely Randomized Trees 

(Extra Trees) ensemble classification framework, optimized with balanced cost-sensitive 

weighting to tackle significant class imbalance without resorting to synthetic oversampling 

methods, thereby maintaining the original data distribution's integrity. To thoroughly assess the 

proposed framework against existing baseline machine learning models using widely recognized 

performance metrics such as accuracy, precision, recall, F1-score, and sub-millisecond inference 

latency, to confirm its effectiveness for real-time transaction monitoring, fraud detection, and 

blockchain security applications. This Article marks some important operational and theoretical 

steps forward in the field of on-chain threat intelligence and machine-learning based blockchain 

security. Instead of focusing only on the exchange of monetary units in blockchain transactions, 

blockchain backbone creators in a proposed multi-layered behavioral monitoring framework 

connect low-level protocol dynamics with high-level transactional intent.  

Problem Statement 

The front-end app-layer mechanisms that are used to approve transactions, including the Elliptic 

Curve Digital Signature Algorithm (ECDSA), only ensure that a transaction is mathematically 

correct, not that it's intended. The front-loaded hashes used to establish block integrity such as 

Keccak-256 are also robust crypto-tech, but again only prove a transaction is 'mathematically 

correct' and not 'intentionally correct'. When a fraudulent smart contract is used, or a fake wallet, 

a transaction will still be valid and will be permanently recorded on the unchangeable ledger. 
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Manual address blacklisting and traditional perimeter-based security are fundamentally reactive, 

further behind dynamic fraud operations. In addition, new and more sophisticated vectors have 

evolved beyond the easy movement of Ether (ETH) in and out, conducting complex and 

numerous multi-token interactions, zero-value transfers and micro-transaction laundering 

schemes. Some current detection systems struggle to handle extreme class imbalance (such as 

inferring complex networks from the fully computed ones instead of taking only the most salient 

features into account), and are poorly suited to complex class distributions due to their poor 

feature engineering. Synthetic rebalancing approaches can also distort the natural transaction 

distribution when applied to highly imbalanced fraud datasets. 

Research Methodology 

The primary objective of this methodology is to develop a computationally efficient, highly 

accurate, and scalable machine learning framework capable of detecting fraudulent Ethereum 

addresses through behavioral analysis. Unlike graph-based approaches that require 

computationally expensive graph construction and repeated topological updates, the proposed 

framework utilizes structured tabular transaction data combined with advanced feature 

engineering and an ensemble learning algorithm. This design significantly reduces 

computational overhead while maintaining high predictive performance, making the framework 

suitable for real-time blockchain monitoring applications. The proposed methodology consists of 

four sequential phases: (i) data ingestion and preprocessing, (ii) behavioral feature engineering 

and selection, (iii) cost-sensitive Extra Trees model training, and (iv) comprehensive 

performance evaluation. Each stage is designed to maximize predictive capability while 

minimizing computational complexity. Furthermore, balanced class weighting is employed 

instead of synthetic oversampling techniques to preserve the natural distribution of blockchain 

transactions and improve generalization on highly imbalanced datasets. 

Data Ingestion and Preprocessing Pipeline 
The experimental dataset consists of labeled Ethereum wallet addresses containing both 

legitimate and verified fraudulent accounts. Each record includes native Ether (ETH) transaction 

statistics together with ERC20 token interaction characteristics extracted from historical 

blockchain activity. Before model training, the raw dataset undergoes several preprocessing 

operations to improve data quality and eliminate redundant information. Initially, duplicate 

records and non-predictive identifiers—including wallet addresses, transaction hashes, contract 

signatures, and index attributes—are removed to prevent data leakage and model memorization. 

Since these attributes uniquely identify observations without contributing predictive information, 

their inclusion could artificially inflate classification performance. Missing numerical values are 

handled using median imputation, 

   {
          

      ( )          
(   ) 

 which preserves the statistical characteristics of skewed blockchain transaction data. For a 

numerical feature  , each missing value is replaced according to where       ( )denotes the 

median value computed from all available observations. To improve numerical stability, feature 

values are inspected for outliers and inconsistencies. Since tree-based learning algorithms are 

inherently insensitive to feature scaling, normalization is not required. Instead, emphasis is 

placed on preserving the original transaction distributions. Because fraudulent Ethereum 

addresses constitute only a small fraction of the dataset, the classification problem exhibits 

severe class imbalance. Rather than generating synthetic observations using oversampling 

techniques such as SMOTE, the proposed framework addresses imbalance during model 

optimization through cost-sensitive learning, thereby preserving the authentic blockchain 

transaction distribution. 
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Feature Engineering and Attribute Selection 
Feature engineering constitutes one of the most critical stages of the proposed methodology. The 

objective is to transform raw blockchain transaction records into meaningful behavioral 

descriptors that accurately distinguish fraudulent wallets from legitimate users. A total of 51 

predictive attributes is extracted and organized into two complementary categories: Standard 

Ether (ETH) transaction features , ERC20 token interaction features, The ETH feature group 

captures temporal and monetary characteristics of blockchain activity, including transaction 

frequency, average transaction interval, minimum and maximum transaction times, transaction 

counts, received-to-sent ratios, and balance evolution. For example, the average transaction 

interval is computed as       
 

   
∑ ( 

          ) (   ) where 

   represents the timestamp of transaction  ,  

  denotes the total number of transactions.  Similarly, the transaction ratio is calculated 

as  

    
        𝑑

       
(   ) 

where 

         𝑑denotes the number of incoming transactions,  

      denotes outgoing transactions.  

The additional constant prevents division by zero.The second feature category focuses on 

ERC20 token behaviors that are largely ignored in conventional fraud detection studies. These 

attributes quantify wallet interaction diversity, token transfer characteristics, smart contract 

engagement, and zero-value transfer behavior. The ERC20 interaction diversity is computed as 

       
             

         𝑑𝑑      

(   ) 

 

where 

              represents the number of distinct ERC20 token contracts,  

          𝑑𝑑      denotes the number of interacting wallet addresses.  

To quantify suspicious token activity, the proportion of zero-value transfers is calculated as 

       
     

      

(   ) 

where 
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      represents zero-value ERC20 transfers,  

       denotes the total ERC20 transactions.  

Following feature extraction, redundant variables are removed using Pearson correlation 

analysis. Given two features  and  , the correlation coefficient is 

  
∑ ( 

       ̄)( 
 
  ̄)

√∑(    ̄) √∑( 
 
  ̄) 

(   )
 

 

Highly correlated variables (        ) are eliminated to reduce redundancy and improve 

computational efficiency. 

Extra Trees Classification Model 

The proposed fraud detection framework employs the Extremely Randomized Trees (Extra 

Trees) ensemble classifier owing to its high predictive capability, robustness to noisy blockchain 

data, and low computational complexity. 

Unlike Random Forests, which search for the optimal split threshold among randomly selected 

features, Extra Trees selects both the feature and splitting threshold randomly, thereby 

introducing greater diversity among decision trees. 

Given an ensemble containing  trees, the final prediction is obtained using majority voting: 

 ̂       *  ( )   ( )     ( )+ (   ) 
 

where 

   ( )denotes the prediction of the    tree,  

  ̂represents the final predicted class.  

The impurity of each node is evaluated using the Gini Index 

    ∑  
 
 

 

   

(   ) 

where 

  denotes the number of classes,  

  
 
represents the probability of class  .  

Node splitting aims to maximize impurity reduction 
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           (
  

 
   

  

 
  ) (   ) 

 

where 

   and   denote left and right child samples,  

        .  

To mitigate severe class imbalance, inverse-frequency class weighting is incorporated during 

training. 

For each class  , 

𝑤  
 

    

(    ) 

 

where 

  is the total number of samples,  

   represents samples belonging to class  ,  

  denotes the number of classes.  

This weighting strategy assigns larger penalties to misclassified fraudulent addresses without 

altering the underlying dataset distribution. 

Hyperparameter optimization is performed using Grid Search with stratified cross-validation. 

The tuning process optimizes the number of estimators, maximum tree depth, minimum samples 

per split, minimum samples per leaf, and maximum feature subset size. 

3.4 Performance Evaluation and Validation 

The proposed framework is evaluated using Stratified k-Fold Cross-Validation, ensuring that 

each fold preserves the original fraud-to-legitimate ratio observed in the complete dataset. This 

validation strategy provides a robust estimate of model generalization while preventing sampling 

bias. Because blockchain fraud detection is an imbalanced classification problem, multiple 

evaluation metrics are employed instead of relying solely on classification accuracy. 

The overall accuracy is computed as 

         
     

           
(    ) 

 

Precision measures the proportion of predicted fraudulent addresses that are actually fraudulent, 
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(    ) 

 

Recall (Sensitivity) measures the proportion of actual fraudulent addresses correctly detected, 

       
  

     
(    ) 

 

The harmonic mean of Precision and Recall is given by 

     
                

                
(    ) 

 

Finally, classifier discrimination capability is evaluated using the Receiver Operating 

Characteristic (ROC) curve and the corresponding Area Under the Curve (ROC-AUC), which 

summarizes model performance across all possible classification thresholds. Special emphasis is 

placed on maximizing Recall to minimize false negatives, thereby ensuring that malicious 

Ethereum addresses are detected reliably before causing financial loss. At the same time, 

maintaining high Precision reduces false alarms and enhances the practicality of the proposed 

framework for deployment in real-time blockchain security systems, cryptocurrency exchanges, 

and decentralized finance (DeFi) monitoring platforms. 

Results and Discussion 
 

Quantitative Performance Analysis 
The quantitative analysis of the proposed architecture for fraud detection in the Ethereum system 

shows the suitability of the Extremely Randomized Trees (Extra Trees) type of classifier, that 

accurately classifies an Ethereum wallet address as fraud or not one of the proposed 

architectures. The proposed 51 engineered behavior features were used to train the model, a set 

that combines traditional ETH transaction features as well as in-depth ERC20 token interaction 

attributes. Stratified 10-fold cross-validation was performed to promote even distribution of the 

number of fraudulent addresses and legitimate addresses across the folds, and provide a reliable 

estimation of the generalization power of the model while avoiding sampling bias. The 

experimental results show that the proposed system maintained an overall classification ratio of 

98.42%, with the ability of nearly all the Ethereum wallet address classification in the evaluation 

set. This results in a Precision of 97.85%, meaning that the vast majority of the addresses 

predicted as being fraudulent were fraudulent. More significantly, the system obtained 98.10% 

Recall (Sensitivity) which shows a good ability to detect fraudulent wallets with low rate of 

undiscovered malicious accounts. The F1-score of 97.97% also reflects a good performance in 

terms of accuracy and recall making the proposed model an ideal choice for fraud detection 

applications, where false positive and false negative cases can result in major operational 

implications. This class-weighting technique was highly effective: provided with the extreme 

class imbalance of blockchain fraud datasets, it worked well. The idea was not to use synthetic 

oversampling methods which could deviate from the inherent distribution of transaction data, but 

instead applying greater penalties to the misclassifications from minority-class transactions. As a 

result, the classifier achieved an extremely low False Positive Rate (FPR) of just 0.135%, 
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meaning that there were very few authentic users that were mistakenly identified as fraudulent. 

For blockchain security systems, cryptocurrency exchanges, and decentralized finance (DeFi) 

platforms, a delicate balance between high detection accuracy and minimal false alarms is 

crucial, as it can impact the overall user experience and efficiency. For comparative purposes, 

the proposed methodology was compared with other widely used machine learning algorithms: 

Logistic Regression, Support Vector Machine (SVM), Random Forest and Extreme Gradient 

Boosting (XGBoost). 

 

        Table 2: Comparative Performance Evaluation Across Classification Algorithms 

Model Architecture Accuracy 

(%) 
Precision 

(%) 
Recall 

(%) 
F1-Score 

(%) 
ROC-

AUC 
Logistic Regression 82.15 78.40 75.30 76.82 0.812 
Support Vector Machine 

(SVM) 
88.60 85.12 84.90 85.01 0.875 

Random Forest 96.80 96.10 95.85 95.97 0.965 
XGBoost 97.55 97.02 96.90 96.96 0.972 
Proposed Extra Trees 98.42 97.85 98.10 97.97 0.988 
 

The comparative analysis clearly shows supremacy of the Extra Trees framework over all the 

baseline classifiers. The algorithm with the poorest performance was Logistic Regression due to 

the assumption of linear decision boundaries, which did not hold for the relationship between the 

variables during blockchain transactions. Support Vector Machines used nonlinear kernel 

functions to boost the classification accuracy; however, they faced difficulties with handling the 

high-dimensional feature space created from Ethereum transactions and ERC20 token 

interactions. 

 

                                            Figure 2: Show ROC Comparison 
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The ensemble-based learning algorithms always performed better than the traditional machine 

learning algorithms. Random Forest outperformed the other models in predictive performance, 

owing to its ‗ensemble voting' strategy and in further boosting detection accuracy, XGBoost 

applied the gradient boosting and sequential optimization. However, proposed Extra Trees 

resulted in the best values on all the evaluation metrics. The diversity of models, due to the extra 

randomness added at the feature selection and split generation phases, lead to a decrease in the 

variance, an increase of the model‘s diversity and an improvement of the generalization 

performance of the model without adding significant complexity. Moreover, the model obtained 

maximum ROC-AUC value of 0.988 showing that this model has excellent model discrimination 

ability on fraudulent and legitimate wallet addresses under different classification thresholds. 

Confusion Matrix and Error Distribution 

A thorough analysis of prediction results using the confusion matrix further confirms the 

strength and dependability of the proposed framework. This matrix offers a detailed overview of 

both accurately and inaccurately classified cases, enabling an evaluation of the system's fraud 

detection effectiveness and its false alarm tendencies. The classifier in question successfully 

identified 1,170 out of 1,192 fraudulent wallet addresses, leading to just 22 instances of False 

Negatives. At the same time, it accurately classified 8,672 out of 8,791 legitimate wallet 

addresses, resulting in only 119 False Positives. These findings illustrate that the classifier 

achieves a good balance between sensitivity to fraud detection and operational accuracy. The 

relatively low count of False Negatives is particularly crucial in the context of blockchain 

security. Each undetected fraudulent wallet poses a potential financial risk, capable of carrying 

out phishing attacks, token theft, rug-pull schemes, or other harmful activities. Thus, enhancing 

Recall is significantly more critical than merely improving overall accuracy. The proposed 

framework effectively reduces such undetected threats while keeping the False Positive Rate low 

enough to prevent unnecessary interference with legitimate blockchain users. 

 

 

                                                  Figure 3: Show Confusion Matrix 
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The minimal number of False Positives also suggests that the behavioral features derived from 

ERC20 token interactions successfully differentiate between abnormal transaction behavior and 

legitimate high-frequency blockchain activity. This ability is particularly vital for decentralized 

finance applications, where legitimate users frequently engage in numerous smart contract 

interactions that might superficially appear fraudulent. The confusion matrix verifies that the 

proposed model delivers reliable and balanced predictions, making it suitable for use in practical 

Ethereum fraud detection systems. 

Feature Importance and Ablation Analysis 

In addition to predictive accuracy, comprehending the rationale behind a model's decisions is 

crucial for developing reliable blockchain security systems. The proposed framework employs a 

collection of decision trees, and feature importance scores were determined by calculating the 

total Gini impurity reduction each feature contributed across all trees in the ensemble. The 

analysis of feature importance indicates that characteristics of ERC20 token interactions play a 

dominant role in the predictive process, offering significantly more insight than traditional ETH 

transaction statistics alone. This observation supports the primary hypoArticle of this study, 

which posits that contemporary blockchain fraud is increasingly facilitated through token-based 

activities rather than straightforward Ether transfers. The feature with the highest ranking, 

ERC20_uniq_rec_contract_name, attained the top relative importance score of 0.142, suggesting 

that a variety of received token contracts serves as a strong indicator for identifying malicious 

wallet behavior. Likewise, ERC20_min_val_rec, ERC20_total_Ether_sent, and 

ERC20_zero_val_transfer_cnt were recognized as highly informative markers of fraudulent 

activity. These features encapsulate subtle behavioral traits frequently seen in phishing schemes, 

fake token distributions, and scam-related smart contract interactions. 

 

 

Finger 4: Relative Feature Importance Distribution of the Top 15 Engineered Features Obtained 

from the Extra Trees Classifier. Interestingly, while temporal ETH features still hold value, the 

majority of top-ranked variables are derived from ERC20 behavioral traits. This indicates that 

interactions at the token level offer more detailed semantic insights into fraudulent activities than 

traditional transaction counts. To better assess the impact of ERC20 behavioral features, an 

ablation study was performed. Initially, the Extra Trees classifier was trained solely with 
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conventional ETH transaction data, achieving an F1-Score of 91.20%. When the full 51-feature 

hybrid dataset was included, the F1-Score rose to 97.97%, marking a 6.77 percentage point 

increase. This notable enhancement highlights that ERC20 behavioral features provide 

significant additional information beyond typical Ether transaction metrics. Thus, the ablation 

study offers compelling empirical evidence that a thorough analysis of multi-token behavior is 

crucial for identifying increasingly complex blockchain fraud schemes that take advantage of 

decentralized finance protocols, token contracts, and smart contract interactions. 

Computational Efficiency and Inference Latency 

Beyond assessing predictive accuracy, the computational efficiency of the proposed framework 

was analyzed to evaluate its appropriateness for real-time blockchain monitoring applications. 

Modern Ethereum networks continuously produce thousands of transactions, necessitating low-

latency inference for effective fraud detection systems. The experimental results indicated that 

the complete Extra Trees model had an average training duration of just 4.2 seconds on standard 

computing hardware. This brief training period is due to the randomized split-selection strategy 

used by the Extra Trees algorithm, which avoids the exhaustive search for optimal split 

thresholds during tree construction. As a result, the computational complexity of training the 

model is greatly reduced while still achieving high classification performance. Crucially, the 

average prediction latency for each Ethereum address was recorded at just 0.85 milliseconds. 

This remarkably low inference time shows that the proposed framework can classify blockchain 

addresses almost instantly, making it highly appropriate for use in real-time blockchain analytics 

platforms. This capability allows for the continuous screening of pending transactions before 

block confirmation, proactive wallet risk assessment, exchange compliance monitoring, and 

automated fraud prevention systems in live blockchain environments. In comparison to 

computationally demanding Graph Neural Networks and sequential deep learning models, which 

often require repeated graph reconstruction and much longer inference times, the proposed Extra 

Trees framework strikes an excellent balance between predictive accuracy and computational 

efficiency. These results confirm that the proposed methodology is not only highly accurate but 

also lightweight enough for large-scale deployment in high-throughput blockchain ecosystems, 

where rapid decision-making and scalability are essential operational requirements. 

 

Precision-Recall Analysis 

The ROC curve is complemented by the Precision-Recall (PR) curve and the latter is useful in 

the case of imbalanced datasets. The high Average Precision (AP) mean that the model has a 

high precision even at high levels of Recall, which makes the model efficient in detecting most 

of the fraudulent addresses without lots of false alarms. 
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Precision-Recall curve — Extra Trees classifier (AP=0.998) 

The Precision–Recall (PR) curve of the proposed Extra Trees (ET) classifier for the test data set 

is shown in Figure . The model's performance is remarkable, with an Average Precision (AP) 

score of 0.998, marking an exceptional ability to identify fraudulent Ethereum wallet addresses 

and legitimate ones. The PR curve is very close to the upper-right corner for most of the range of 

the recall, showing a classifier that has a very high precision rating and catches most fraud cases. 

This outcome validates the strength of the proposed model, especially in the context of class 

imbalance found in the Ethereum fraud detection dataset, and its potential applicability for real-

life fraud detection on block chains.  

 

Feature Importance Analysis 

The feature importance was calculated using the Mean Decrease in Impurity (MDI) method 

which calculates the total decrease in Gini impurity by each feature across all 350 trees in the 

Extra trees ensemble. The higher the importance score, the more the feature consistently 

decreases classification uncertainty. 
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Top-20 feature importances — horizontal bar chart with color coding by category 

The top 20 features with the highest feature importance score identified by the proposed Extra 

Trees classifier are shown in figure 4.7. The results indicate that ERC20 Most Sent Token Type, 

ERC20 Unique Received Token Name, and ERC20 Unique Received Addresses are most 

significant to differentiate between fraudulent and legitimate Ethereum wallet addresses. 

Moreover, the colour-coded categories reveal that the characteristics of the ERC20 transactions 

are more significant than the general statistics of the transactions, and these characteristics can 

be used as metrics for the behaviour of tokens in transactions to help detect fraud. These results 

substantiate the suitability of the features and highlight the reason for the high classification rate 

of the proposed model.  

 

Comparative Analysis with State-of-the-Art 

The proposed Extra Trees framework was benchmarked with nine published state-of-the-art 

methods for Ethereum and general blockchain fraud detection. The comparison is made based on 

reported accuracy and F1-Score values from the original publications, with a caveat that direct 

comparisons are susceptible of differences in the datasets:  
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Comparative performance chart — proposed vs. state-of-the-art methods 

As shown in the proposed ETF has been seen to have superior performance across all the 

compared methods. The most notable improvements are achieved over Isolation Forest [6] with 

an F1-Score of +15.49 percent. This is the basic benefit of supervised over unsupervised 

methods when labeled data is available. The proposed approach outperforms the latest similar 

supervised approach LightGBM (2023) by +2.09 percentage point in terms of the F1-Score and 

by an impressive +3.46 percentage point in ROC-AUC (99.96% vs. 96.50%). 

 

Conclusion and Future Work 
This research introduced a machine learning framework designed for efficient computation to 

identify fraudulent Ethereum addresses. It achieves this by merging extensive behavioral feature 

engineering with an Extremely Randomized Trees (Extra Trees) ensemble classifier. Although 

Ethereum's cryptographic protocols, such as ECDSA and Keccak-256, guarantee the authenticity 

and integrity of transactions, they do not assess the behavioral legitimacy of blockchain 

transactions. To overcome this shortcoming, the framework employed a hybrid dataset of 51 

features, which combines standard Ether (ETH) transaction traits with detailed ERC20 token 

interaction characteristics. This integration allowed the model to detect both transactional and 

behavioral patterns linked to malicious wallet activities. The effectiveness of the proposed 

method was validated through experimental evaluation using stratified 10-fold cross-validation. 

The model achieved an Accuracy of 98.42%, Precision of 97.85%, Recall of 98.10%, F1-Score 

of 97.97%, and an ROC-AUC of 0.988, surpassing the performance of Logistic Regression, 

Support Vector Machine, Random Forest, and XGBoost classifiers. Additionally, the cost-

sensitive learning strategy effectively tackled severe class imbalance without resorting to 

synthetic oversampling methods, thus maintaining the natural distribution of blockchain 

transaction data. Analysis of feature importance and ablation experiments revealed that ERC20 

behavioral attributes, especially token contract diversity and zero-value transfer patterns, 

significantly boosted fraud detection performance, enhancing the F1-Score by 6.77% compared 

to models relying solely on ETH transaction features. The framework also exhibited remarkable 

computational efficiency, with an average inference latency of 0.85 milliseconds per address, 

making it apt for real-time blockchain monitoring and decentralized finance security 

applications. Despite the high predictive accuracy and operational efficiency of the proposed 
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framework, there are several avenues for future research. Future studies should expand the 

feature engineering methodology to Ethereum Layer-2 networks and cross-chain ecosystems to 

identify increasingly complex multi-network fraud schemes. Incorporating the model into live 

blockchain validator nodes, cryptocurrency exchanges, and Web3 wallet extensions would 

further facilitate proactive transaction monitoring and early fraud detection. Moreover, 

investigating lightweight hybrid architectures that merge behavioral features with localized 

graph analysis could enhance the detection of coordinated attacks while maintaining the 

computational efficiency necessary for real-time deployment. 
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